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Abstract: While traditional forms of bullying have been steadily
decreasing over the course of the last two decades, cyberbullying
has emerged as a major concern among parents, teachers, and
other professionals working with young people. Because
cyberbullying is a relatively new phenomenon, its research base is
not as well developed as research on traditional bullying. In
this literature review, the authors synthesize current knowledge on
cyberbullying’s prevalence among youth; its relationship to offline
bullying; which youth are most likely to be perpetrators and
victims; the negative effects of cyberbullying on victims; and the
landscape of intervention efforts currently employed in the United
States. In the process, they highlight areas in need of future
research.

Introduction

In recent years, a number of high-profile teen suicides have drawn public attention to a new,
high-tech form of an age-old problem: bullying. While traditional forms of bullying have been
steadily decreasing over the course of the last two decades (Finkelhor, 2013; Molcho, et al.,
2009; Rigby, & Smith, 2011), cyberbullying has emerged as a major concern among parents,
teachers, and other professionals working with young people (Willard, 2007). Indeed, 16 states
have passed cyberbullying laws in recent years, and 47 states have laws that address
“electronic harassment” (Hinduja, & Patchin, 2011). This article reviews existing research and



school-based interventions around cyberbullying in an effort to document both the scope of the
problem and current efforts to address it. Through this review, we aim to identify areas for
future research that will inform the development of successful anti-cyberbullying initiatives.

Bullying, then and now

Bullying has been around as long as recess, lunch, and the bus ride to school, and has been the
subject of empirical study and active intervention for several decades (Olweus, 1978, 1993,
1994; Smith, Madsen, & Moody, 1999; Smith, Talamelli, Cowie, Naylor, & Chauhan, 2004. In
recent years, the landscape of bullying has started to change. With respect to traditional forms
of bullying, there is cause for some optimism. One study of international time trends in rates of
bullying among 11-, 13-, and 15-year-old school-children found decreases in reported rates of
bullying and victimization between 1993/4 and 2005/6 in the majority of the 27 participating
countries, including the United States (Molcho, et al., 2009). Here, bullying refers to the
perpetration of bullying behaviors, whereas victimization refers to individuals who are on the
receiving end of bullying behaviors. Another study found similar downward trends in bullying
among adolescents in a variety of countries, including England, Wales, Spain, Australia, and the
United States (Rigby, & Smith, 2011).

In the U.S. specifically, the annual National Crime Victimization Survey (NCVS) showed a 74%
decline between 1992 and 2010 in school-related violent victimizations among 12-18-year-olds,
and an 84% decline in school-related thefts (Finkelhor, 2013). The NCVS also showed a decline
of 29% from 2001 to 2009 in the number of youth who reported being the target of hate-
related words at school.

It appears that bullying and victimization have dropped more steeply for U.S. boys than U.S.
girls. Between 1997/98 and 2005/06, bullying dropped by 15.5% (occasional) and 37.4%
(chronic) for boys, and 4.1% (occasional) and 16.7% (chronic) for girls (Molcho, et al., 2009).
Similarly, victimization dropped by 24.7% (occasional) and 27.0% (chronic) for boys, but only
0.7% (occasional) and 3.6% (chronic) for girls.

Despite these welcome declines, bullying is still far too prevalent among young people living in
the United States. In a nationally representative sample of 11-15 year-olds, nearly three out of
every ten youth (29.9% of boys, 29.2% of girls) reported experiencing occasional victimization
in 2005/6, and approximately one out of ten youth (11.9% of boys, 10.9% of girls) reported
experiencing chronic victimization (Molcho, et al., 2009). In another national study of 6-17 year-
olds, an average of 25% of youth respondents said they were bullied at least monthly (Ybarra,
boyd, Korchmaros, & Oppenheim, 2012a).

The emergence of cyberbullying

While traditional bullying has been declining, a new form of bullying has emerged as broadband
internet access, mobile devices, and social media platforms have swept across the developed
world. Though rates of cyberbullying are still generally lower than traditional forms of bullying
(Wang, Iannotti, & Nansel, 2009; Ybarra, et al., 2012a; Ybarra, Mitchell, & Espelage, 2012b),
the limited available data suggest they are on the rise. Among nationally representative samples
of U.S. internet users aged 10-17 years, rates of reported online harassment increased by 83%
over the course of the preceding decade, from 6% in 2000 to 9% in 2005 to 11% in 2010
(Finkelhor, 2013; Jones, Mitchell, & Finkelhor, 2012). Another national study of 6-17 year-olds
found that an average of 10% said they were bullied at least monthly online (Ybarra, et al.,
2012a).



The rates are higher when researchers look more broadly at meanness online (Levy, et al.,
2012). For instance, a national survey conducted in 2011 by MTV showed that more than half
(56%) of young people aged 14-24 years have experienced verbal abuse through social media,
and the majority of them (53%) said that the experience was deeply upsetting (AP-MTV, 2011).
In another 2011 survey, conducted by the Pew Research Center, 88% of teens aged 12-17
years who use social media said that they had witnessed other people being mean or cruel on a
social networking site (Lenhart, et al., 2011).

What is cyberbullying?
Traditional bullying is characterized by three key features:
1) intentionally hurtful actions that are
2) repeated over time and
3) involves a power imbalance between perpetrator and victim (Olweus, 1978, 1993,
2003).

Bullying involves either physical or psychological harm, and it can be direct or indirect (Smith,
2009). In contrast, peer aggression does not always involve a power imbalance, and it is not
necessarily repeated over time.

Because cyberbullying is still a relatively new phenomenon, its definition is less fixed (Levy, et
al., 2012). Indeed, even the term “cyberbullying” is not set in stone, with some scholars opting
to use alternative terms such as internet bullying (Williams, & Guerra, 2007), social media
meanness (Lenhart, et al., 2011), digital abuse (AP-MTV, 2011), or drama (Marwick, & boyd,
2011). In their definition of drama, Marwick and boyd (2011) note that drama does not always
overlap with bullying, and it is usually but not always carried out in networked publics.

Extant definitions of cyberbullying generally draw on definitions of traditional bullying (Levy, et
al., 2012; Tokunaga, 2010). At the same time, digital media introduce new dynamics that make
cyberbullying distinct from traditional bullying (Dooley, Pyzalksi, & Cross, 2009; Willard, 2007).
Consider one of the standard features of traditional bullying: repetition. On the one hand, the
round-the-clock nature of networked communication offers unprecedented opportunities for
repeated acts of bullying (Tokunaga, 2010). At the same time, just one embarrassing picture
posted on the internet may feel like a repetitive act of bullying as it persists online and
circulates among ever-wider audiences (Dooley, et al., 2009).

The power imbalance that is characteristic of traditional bullying is also complicated in online
settings. For instance, both the inability to find respite from cyberbullying and the inability to
identify one’s tormentor may each contribute to the victim’s sense of powerlessness (Dooley, et
al., 2009). Even when bullies are recognized by their victims—as research suggests they often
are (Juvonen, & Gross, 2008; Ybarra, et al., 2012b)—the arm’s-length nature of asynchronous,
screen-based communication may embolden perpetrators and increase the severity of their
hurtful comments. Indeed, MTV’s 2011 survey showed that 71% of youth say that people are
more likely to use racist or sexist slurs online or through text messaging than in person (AP-
MTV, 2011).

Another distinguishing characteristic of cyberbullying is the relative lack of adult supervision in
online settings (Tokunaga, 2010). Whereas school administrators and teachers are generally the
ones to keep an eye out for and intervene in instances of schoolyard bullying, mediated settings
are not so visible to these parties. Much of what youth do online takes place across geographic
spaces and outside the view of adults. Moreover, our professional development work with



educators suggests that they find it difficult to keep track of the popular online spaces that
youth frequent as they migrate from MySpace to Facebook to Twitter, Tumblr, and Snapchat.
Even when adults know about these sites, young people’s use of privacy settings and their
expectations of privacy from teachers and parents online pose distinct challenges for adult
supervision (boyd, & Marwick, 2011; Davis, & James, 2013). Indeed, youth perceptions of
certain online spaces as “youth only” spaces may help to explain why most youth do not seek
adult assistance when they experience cyberbullying (Holfeld, & Grabe, 2012; Juvonen, &
Gross, 2008; Levy, et al., 2012; Tokunaga, 2010). Within the context of this supervision
vacuum, perpetrators’ power increases along with their freedom to commit repeated acts of
bullying.

Youth’s conceptions of cyberbullying

While scholars negotiate the meaning, purview, and distinct characteristics of cyberbullying,
young people may be developing a somewhat different understanding. Yet, Agatston, Kowalski,
and Limber (2012) observe that there has been relatively little qualitative research exploring
youth'’s perspectives about cyberbullying. A notable exception involves five years of
ethnographic work with youth between the ages of 13 and 19 years (Marwick, & boyd, 2011).
Through their interviews with youth participants, the researchers discovered that many young
people actively distance themselves from terms like “bullying” and “cyberbullying.” They view
these as adult labels used to identify perpetrators and victims, and they are resistant to viewing
themselves as either. As a result, behaviors that researchers and educators would classify as
cyberbullying are instead referred to as “drama” by young people. This semantic turn allows
youth to distance themselves from the gravity that adults attach to cyberbullying and to
maintain their sense of themselves as neither a bully nor a victim.

More generally, there is evidence that youth norms around online conduct are more lax and
playful than in offline contexts (AP-MTV, 2011; Davis, 2012c). The MTV survey discussed earlier
found that while youth report encountering more derogatory language online, most write it off
as simply joking (AP-MTV, 2011). Our own research uncovered a similar dynamic. When we
presented our youth participants with a hypothetical scenario that involved inflammatory
language, most of them discounted it as a joke (Davis, 2012c). This stance may disincline youth
from interpreting their own and others’ online actions as bullying behavior, even if they are
interpreted as such by those on the receiving end (Vandebosch, & van Cleemput, 2009).

These insights from existing research underscore the importance of seeking youth perspectives
in any subsequent research on cyberbullying and associated school-based interventions. For an
anti-cyberbullying initiative to succeed, it must resonate with students’ lived experiences and
the meanings they ascribe to them.

Who is involved in cyberbullying, and how?

From the prevalence rates reported above, cyberbullying clearly does not involve all young
people. Efforts to address cyberbullying will thus benefit from insight into which youth are most
at risk of being perpetrators and victims. First, there is evidence that instances of cyberbullying
are often grounded in offline peer dynamics (Marwick, & boyd, 2011; Tokunaga, 2010), and
that victims often know their online bullies from offline contexts like school (Juvonen, & Gross,
2008; Ybarra, et al., 2012b). Indeed, Vandebosch and van Cleemput (2009) found that online
bullies are more likely to be offline bullies, and online victims are more likely to be offline
victims.



In one study of 1,454 youth aged 12-17 years living in Colorado, fully 85% of those who had
reported at least one instance of being bullied online in the last year said they had also been
bullied in school (Juvonen, & Gross, 2008). Another study involving a nationally representative
sample of 10-15 year-olds found that 36% reported experiencing both traditional and
cyberbullying simultaneously (Ybarra, Diener-West, & Leaf, 2007). Though that leaves nearly
two-thirds of youth who did not experience both forms of bullying, the findings nevertheless
indicate that a sizable nhumber of youth are victims both online and offline.

It is not always the case that the victim and bully roles are played by the same individuals
online as offline. In some cases, online perpetrators report being the victims of offline bullying,
explaining that their aggressive behavior was motivated by a desire to seek revenge on their
offline tormentors (Vandebosch, & van Cleemput, 2008) or simply people who have annoyed
them (Raskauskas, & Stoltz, 2007). In light of this finding, it may be that the role of “bully-
victim”—where youth are both bullies and victims—is particularly prominent online (Levy, et al.,
2012). It also suggests that youth who would not otherwise engage in bullying behavior offline
feel emboldened to engage in such behavior online (Vandebosch, & van Cleemput, 2008).

Beyond the roles of bully, victim, and bully-victim, there is evidence to suggest that many youth
act as bystanders to cyberbullying (Lenhart, et al., 2011; Vandebosch, & van Cleemput, 2009).
As bystanders, they avoid involving themselves directly in the bullying situation (Twemlow,
Fonagy, & Sacco, 2004). This role stands in contrast to the upstander, who actively intervenes
in a bullying situation, for example, by publicly expressing disapproval of the bullying behavior
(Diazgranados Ferrans, Selman, & Feigenberg, 2012). In offline situations, research suggests
that youth are more likely to act as bystanders, even when they express a desire to be an
upstander (Diazgranados Ferrans, et al., 2012; O’Connell, Pepler, & Craig, 1999). The same
seems to be true in online contexts. In one study of Flemish youth aged 10-18 years, 76.3%
who had experienced at least one instance of potentially offensive internet or mobile phone
practice (POP) during the previous three months reported being bystanders. Among American
youth, a 2011 survey found that fully 90% of youth using social media said they ignore
meanness when they witness it online (Lenhart, et al., 2011).

These high rates of bystanding may relate to youth’s tendency to discount much of what they
encounter online as simply a joke (AP-MTV, 2011; Davis, 2012c). Bystanding behavior may also
relate to the arm’s-length nature of computer-mediated communication; research shows that
when youth are not emotionally affected by bullying, they are less likely to intervene (Barhight,
Hubbard, & Hyde, 2013). Similarly, Diazgranados Ferrans, Selman, & Feigenberg (2012) found
that students were more likely to bystand when their universe of moral responsibility did not
extend to “nonfriends,” and when they believed that their power in the peer group was not
sufficiently high to be able to challenge the perpetrator. It is possible that certain online
environments foster perceptions of other participants as “nonfriends” while simultaneously
diminishing one’s own sense of agency to intervene in a bullying situation. Future research is
needed to determine whether these offline dynamics of bystanding behavior apply to online
contexts, as well as the particular circumstances that promote bystanding versus upstanding
behavior online.

Demographic predictors of cyberbullying

Traditional bullying typically peeks during the transition to middle school and then declines
during high school (Pellegrini, 2002; Pellegrini, & Long, 2002; Smith, Madsen, & Moody, 1999).
Though most studies show no connection between age and cyberbullying, Tokunaga (2010)
suggests that the lack of correlation may in fact be due to the presence of a curvilinear



relationship. According to his meta-synthesis of quantitative studies on cyberbullying, Tokunaga
points to seventh and eighth grades as the period of greatest risk for cyberbullying. Providing
empirical support for this claim, one study of 3,339 youth in Grades 5, 8, and 11 in Colorado
found that both offline and online forms of bullying perpetration were highest among eighth
graders (Williams, & Guerra, 2007). With respect to online bullying, fifth graders were least
likely to report bullying perpetration (4.5%), eighth graders were most likely (12.9%), and
eleventh graders fell in between (9.9%). This research suggests that middle school is an
important time to investigate and intervene in youth cyberbullying.

In addition to age, gender is also a common predictor of traditional bullying, with boys more
likely than girls to be both bullies and victims (Cook, et al., 2010). Though evidence relating to
the role of gender in cyberbullying is inconsistent (Levy, et al., 2012; Pedersen, 2013), a
number of studies show that girls are somewhat more likely than boys to report being bullied
online (Davis, 2012a; Holfeld, & Grabe, 2012; Snell, & Englander, 2010; Tokunaga, 2010).

With respect to other demographic predictors of cyberbullying, the research is sparse. An early
study of cyberbullying found no statistically significant differences in rates of cyberbullying
across race, though the researchers noted that their sample was relatively homogeneous
(Patchin, & Hinduja, 2006). A more recent study found that African-American adolescents were
more likely to be involved in bullying perpetration (physical, verbal, and cyber) than Caucasian
adolescents, but less likely to be involved in verbal and relational victimization (Wang, et al.,
2009). The researchers also found that Hispanic adolescents were more likely to be physical
bullies or cyber bully-victims than Caucasian adolescents. Adolescents in the “other”
race/ethnicity category were less likely than Caucasian adolescents to be relational bullies or
verbal bully-victims, but more likely to be the targets of cyberbullying.

Other studies have found that youth with intellectual and developmental disabilities are at
greater risk of cyberbullying victimization (Didden, et al., 2009; Kowalski, & Fedina, 2011).
There is also evidence that youth who experience offline harassment based on their sexuality
experience such harassment online, too (Pascoe, 2011). One study of 11-18 year-olds in a large
public school district in the U.S. found that almost twice as many LGBT students reported
experiencing cyberbullying compared to heterosexual students (Hinudja, & Patchin, 2011). In
order to target cyberbullying efforts effectively, considerably more research is needed to
identify which youth are most at risk and under what circumstances.

Effects of cyberbullying

Like traditional bullying, cyberbullying is associated with a variety of negative outcomes for
youth, including depression, social anxiety, substance use, lowered academic performance, and
diminished quality of family relationships (Bonanno, & Hymel, 2013; Tokunaga, 2010; Wolke,
Copeland, Angold, & Costello, 2013). In a national study of 1,501 internet users aged 10-17
years, for instance, researchers found that online and offline victimization were independently
related to depressive symptomatology, delinquent behavior, and substance use (Mitchell,
Ybarra, & Finkelhor, 2007). In another study of U.S. teens aged 12-17 years, offline
victimization and cyberbullying victimization each independently contributed to elevated levels
of social anxiety (Juvonen, & Gross, 2008). Other studies have found a relationship between
cyberbullying and a range of academic problems, such as declining grades and increased
absences and truancy (Beran, & Li, 2005; Katzer, Fetchenhauer, & Belschak, 2009).



School-based bullying interventions

The many years of research on traditional bullying and bullying interventions have resulted in a
set of well-supported strategies and practices for preventing and addressing bullying in schools.
Successful strategies generally adopt a whole-school approach, target school climate and peer
influences, and seek to change peer norms around bullying (Swearer, Espelage, Vaillancourt, &
Hymel, 2010). Specific practices include classroom rules, classroom management, school
conferences, playground supervision, disciplinary methods, parent meetings, and information
for parents (Farrington, & Ttofi, 2009). Programs that incorporate several of these practices,
and do so with a longer duration and higher intensity, are the most effective at decreasing
bullying in schools. In their meta-analysis of the effectiveness of anti-bullying programs in
schools, Ttofi and Farrington (2011) found that anti-bullying programs have generally met with
success at decreasing bullying.

A foundational and extensively researched anti-bullying program is the Olweus Bullying
Prevention Program (Limber, 2011; Olweus, 1994). A pioneer in the research on school bullying,
Dan Olweus and his colleagues developed the program in the mid-1980s around four core,
research-based principles. These principles focus on creating a school environment that is
marked by: “warmth, positive interest, and involvement from adults; firm limits on unacceptable
behavior; consistent application of nonpunitive, nonphysical sanctions for unacceptable behavior
or violations of rules; and adults who act as authorities and positive role models” (Olweus,
2003, p.15). To achieve success, the program relies on teachers, administrators, students, and
parents to work together to strengthen the school climate.

Such evidence-based programs are not fool-proof, however. Swearer, et al. (2010) observe that
some schools that employ well-established bullying programs still struggle with bullying among
students. They attribute the persistence of bullying in part to schools’ failure to take a social-
ecological approach to bullying prevention. Swearer et al. suggest that schools would be well
advised to take into account the various social contexts and dynamics that youth experience
beyond school that may sustain bullying. In the year 2013, this requires paying attention to the
social contexts that youth experience online.

Cyberbullying interventions

In recent years, there have emerged interventions geared specifically to cyberbullying, for
example, i-SAFE, Netsmartz, WebWiseKids, and Common Sense Media’s Digital Literacy and
Citizenship Curriculum. These programs encourage youth to focus on positive uses of
technology; recognize and exercise their own agency online; empathize with would-be cyber-
victims; upstand rather than bystand when they witness cyberbullying; and maintain open lines
of communication with adults about their online experiences (Walker, 2012).

Just how widespread these anti-cyberbullying efforts are and whether or not they are meeting
with success remain unclear (Walker, 2012). In their literature review on bullying in a
networked era, Levy, et al. (2012) note that literature addressing school policies around
cyberbullying generally states what these policies should include rather than what they actually
include. This state of affairs suggests a need to document systematically what U.S. schools are
doing to address cyberbullying, as well as how their efforts are being received by youth.

From the above discussion, it is evident that adult intervention plays an important role in
traditional anti-bullying efforts, as does creating school and peer norms that undercut bullying
behavior. Yet, each of these prevention strategies faces specific challenges when it comes to
cyberbullying. First, it is difficult for adults to intervene when 90% of youth never tell an adult



that they have experienced cyberbullying (Juvonen, & Gross, 2008). Reasons for this silence
include a fear of losing internet privileges and the perception that only “kids” tell adults about
problems online (Tokunaga, 2010). Another challenge to adult intervention is the fact that
cyberbullying may not take place on school grounds, raising questions about the degree to
which school personnel can and should intervene in such situations (Couvillon, & Ilieva, 2011).

Second, as noted earlier, the youth norms that have emerged around online conduct are such
that young people may be resistant to seeing their actions as bullying behavior (Marwick &
boyd, 2011; Vandebosch, & van Cleemput, 2009). The challenge, therefore, is to find a way to
bridge the gulf between adult-defined “cyberbullying” and youth-defined “drama” and “joking.”

The distinct properties of online environments—such as asynchronous communication, round-
the-clock connectivity, the ease of anonymity, and an ill-defined, potentially large audience—
pose further challenges to intervention efforts. It is unclear how well strategies designed to
address offline situations apply to online contexts. For instance, StopBullying.Gov has a page of
advice about “Supporting Bystanders who Witness Bullying”
(http://www.stopbullying.gov/respond/support-kids-involved/index.html#bystanders).

Suggestions include:
« Help the person being bullied get away from the situation.
« Take away the audience by choosing not to watch and walk away.
+ Tell the child doing the bullying that you don't like it and to stop doing it (but only if it
feels safe to do so).

While these guidelines may be informed by research on effective approaches for addressing
bullying offline, it is not clear that they translate as effectively to an online context. For
instance, what does it mean to help a person being bullied online to “get away from the
situation?” Does it mean encouraging youth to power down? Giving them alternative
conversation streams to participate in? This may be hard for youth, for whom social media have
become a focal point of their social lives (Davis, 2012b; Slonje, & Smith, 2008).

Similar questions arise for the other suggestions in the list. What does it mean to “take the
audience away” when the audience is a more abstract concept? How does “upstanding” and
confronting bullying or cruel behavior make sense in an online context? Should children
confront cyberbullies online? Or should they confront them later in the physical world? What
assumptions do youth have about the efficacy and risks of online upstanding? Do educators
share those assumptions? The dissonance between research-based advice generated for a pre-
networked world and the experiences of children who move fluidly between online and physical
social settings represents a central tension that is worth exploring in future research.

Conclusion

This review points to several gaps in the existing literature on cyberbullying among today’s
young people. In particular, we need a better understanding of which youth are most at risk of
being bullies, victims, and bystanders online, as well as the circumstances under which youth
are most likely to upstand against cyberbullying behavior. An important component of this
research must involve documenting the characteristics of existing anti-cyberbullying efforts
currently employed in U.S. schools and youth’s reception of these initiatives. This insight will
help determine which interventions are worth strengthening and expanding and which should
be replaced.
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